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In this paper, we examine the use of blockchain technology to improve crowdfunding
platforms by addressing issues like transparency, security, and centralization. Blockchain
enables automation of processes such as fund collection and reward distribution through
smart contracts, reducing fraud and enhancing transparency. We review trends like equity,
donation-based, real estate, and reward-based crowd funding, showing how blockchain en-
hances security. In this paper we present study of existing blockchain based crowdfunding
platform and we compare the using evaluation parameter like scalability, accessibility, time
complexity, performance.
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1 Introduction
A smart contract is a self-executing program stored on a block chain. It automatically run itself
when the term and condition is fulfil. This paper presents a comprehensive review of existing
crowdfunding platforms and their limitations, highlighting the need for a secure, transparent,
and decentralized approach. The authors also identify the challenges and limitations of exist-
ing smart contract-based crowdfunding platforms and propose a novel approach that addresses
these issues [1]. These contracts are written in programming languages such as solidity which
is used for Ethereum and are designed to be immutable and secure once deployed.This paper
reviews existing access control mechanisms in block chain-enabled supply chains, highlighting
their limitations in ensuring secure and authorized data access.The review highlights the advan-
tages of Access Chain, including improved security, transparency, and efficiency, and discusses
its potential applications in various supply chain scenarios [2].

Smart contracts operate based on predefined conditions such that when certain conditions
are fulfil. The contract executes the agreed-upon actions, such as transferring funds or verifying
transactions. In their 2022 paper, Y. Verginadis et al. propose a context-aware policy enforce-
ment framework tailored for Platform-as-a-Service (PaaS) environments, focusing on enhancing
access control mechanisms. They validate the framework’s effectiveness through a series of ex-
periments, demonstrating its ability to improve decision-making in complex cloud ecosystems,
especially by balancing flexibility with security enforcement [3]. They are widely used in de-
centralized finance (DeFi), supply chain management, and digital identity verification due to
their transparency, security, and efficiency. In the 2022 study, M. Tuler De Oliveira et al. intro-
duce Smart Access, an attribute-based access control (ABAC) system designed for secure medical
record management using block chain-based smart contracts. The paper demonstrates how the
system enhances both security and flexibility in managing medical records, providing a decen-
tralized and transparent solution while protecting patient privacy [4].

The generation life cycle of smart contract is shown in Figure 1.

Figure 1: Life cycle of smart contract of crowdfunding platform.

A smart contract is like a digital agreement that automatically works when certain condi-
tion are met. It runs on blockchain a secure, decentralized digital ledger and does not need the
middleman.In the 2022 study, M. Tuler De Oliveira et al. introduce Smart Access, an attribute-
based access control (ABAC) system designed for secure medical record management using block
chain-based smart contracts.The review highlights the advantages of the proposed framework,
including improved security, privacy, and efficiency, and discusses its potential applications in
healthcare scenarios [5].
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They aremost commonly used on blockchain platforms like Ethereum. Because the blockchain
is decentralized where smart contracts offer a high level of security and transparency. This pa-
per reviews existing electronic portfolio management systems, highlighting their limitations
in ensuring security, trust, and privacy. The review highlights the advantages of the proposed
scheme, including decentralized control, immutability, transparency, and tamper-resistance, and
discusses its potential applications in various industries, such as education and employment [6].

Block chain is a revolutionary technology that acts as a secure, transparent, and decentralized
digital ledger. Blockchain is the chain of the block where the blocks contains the information
like hash, relevant information and previous block hash. In their 2022 paper, S. Namane and I. B.
Dhaou explore blockchain-based access control techniques for Internet of Things (IoT) applica-
tions, focusing on enhancing security and privacy in decentralized environments. The authors
review the limitations of traditional access control methods, such as centralized management
and single points of failure, and propose block chain as a viable alternative. The paper highlights
several block chain-based models and techniques, evaluating their effectiveness in addressing
scalability, privacy, and trust issues within IoT ecosystems [7].

Each and every block is interconnected with each other. Unlike traditional systems controlled
by a single authority, block chain operates across a network of computers, ensuring that no single
person or organization has complete control. This decentralized nature makes it highly secure
and resistant to fraud. This paper reviews existing security mechanisms for Internet of Medical
Things (IoMT), highlighting their limitations in ensuring secure and authorized access to medical
data. The review highlights the advantages of the proposed schema, including decentralized con-
trol, context-aware access control, and tamper-resistance, and discusses its potential applications
in healthcare scenarios, such as remote patient monitoring and telemedicine [8].

Every transaction is verified by multiple computers in the network, making it nearly impossi-
ble to alter past records. Block chain technology is widely used in crypto currencies like Bitcoin
and Ethereum, but its applications extend far beyond digital money. It is transforming industries
such as finance, supply chain management, healthcare, and even voting systems by providing se-
cure, transparent, records. It contain blocks which contain the group of information. Where the
blockchain are used in cryptocurrencies like bitcoin and Ethereum ,smart contract. In their 2022
paper, I. H. Abdulqadder and S. Zhou introduce Slice Block, a novel framework for context-aware
authentication handover and secure network slicing in edge-assisted software-defined network-
ing (SDN) and network function virtualization (NFV) environments, tailored for 6G networks.
Slice Block integrates context-aware mechanisms to ensure seamless authentication handover
across network slices while enhancing security and performance. The authors validate the sys-
tem’s efficiency through simulations, demonstrating its potential to improve security and opti-
mize network resource allocation in edge-assisted 6G networks [9].

A crowdfunding platform is an online space where individuals, businesses, or organizations
can raise money by collecting small contributions from a large number of people. Instead of re-
lying on traditional funding methods like banks or big investors, crowdfunding allows anyone
to support a project, business idea, or personal cause. These platforms operate in different ways,
such as donation-based crowdfunding, where people contribute without expecting anything in
return, or reward-based crowdfunding, where backers receive a product or service in exchange
for their support. By connecting fundraisers with a global audience, crowdfunding platforms
make it easier to turn ideas into reality without depending on traditional financial institutions. .
In their 2021 paper, E. Psarra et al. propose a context-aware attribute-based access control (ABAC)
framework for accessing electronic health records (EHRs) during critical incidents The authors
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emphasize the importance of balancing timely access to critical medical data with privacy and se-
curity concerns. Through case studies and simulations, the paper demonstrates how the context-
aware ABAC model can adapt dynamically to real-time situations, improving decision-making
and access control in critical healthcare environments [10].

The remainder of the paper is organized as follow : Section II provides a comprehensive litera-
ture survey of existing crowdfunding system using smart contract .Section III provides discussion
of state of art systems and section IV concludes the paper.

2 Related Work
This paper reviews existing crowdfunding platforms, highlighting their limitations and the poten-
tial of blockchain and smart contracts for enhanced security, transparency, and efficiency. The
authors propose a blockchain-based crowdfunding model that addresses these issues through au-
tomated transactions, which enhances trust and reduces costs [11]. The limitations of traditional
access control mechanisms in blockchain-enabled supply chains are examined, leading to the de-
velopment of Access Chain, a decentralized and scalable framework that utilizes smart contracts
for fine-grained data access [12].

Y. Verginadis et al. (2022) propose a context-aware policy enforcement framework for Platform-
as-a-Service (PaaS) environments, combining role-based access control (RBAC) with context-
aware policies to adapt to real-time changes [13]. M. Tuler De Oliveira et al. (2022) introduce
Smart Access, an attribute-based access control (ABAC) system leveraging blockchain for secure
medical record management, addressing privacy and scalability challenges [14].

Another study reviews access control for electronic health records (EHRs), proposing a ma-
chine learning and context-aware framework to enhance security and efficiency [15]. The review
of electronic portfolio management systems identifies challenges in traditional methods and sug-
gests a consortium blockchain-based scheme for improved security and transparency [16].

S. Namane and I. B. Dhaou (2022) explore blockchain-based access control techniques for
IoT applications, proposing models that enhance security and privacy[17]. Additionally, a novel
context-aware attribute-based access control framework for EHRs during critical incidents is in-
troduced to balance timely access with privacy concerns[20].

In the context of IoT devices, the limitations of traditional access control methods are dis-
cussed, leading to a proposed blockchain-based consortium capability access control (IoT-CCAC)
approach[21][22]. This highlights decentralized control, scalability, and fine-grained access con-
trol.

Furthermore, a smart contract-based dynamic consent management system is proposed to
ensure compliance with GDPR while enhancing user control over personal data[23]. Lastly, this
paper reviews existing access control mechanisms and suggests the integration of smart contracts
and attribute-based controls for improved security in medical records and IoT systems [25] [26]
[27] [28].

This paper reviews access control mechanisms in global healthcare systems, emphasizing their
limitations in securing sensitive medical data due to centralized management and vulnerability
to cyberattacks. It proposes a blockchain-based access control framework tailored for healthcare
ecosystems, highlighting advantages like decentralization, immutability, and transparency. The
framework’s applications in telemedicine and health information exchange are discussed, em-
phasizing its potential to enhance security, privacy, and efficiency in data management [29].
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The authors also examine access control in blockchain-enabled supply chains, critiquing tra-
ditional methods for their scalability and management challenges. They introduce the Access
Chain framework, designed for secure data access in supply chains, emphasizing its benefits in
improving security and trust in data management [30].

In a 2022 study, H. Abdul Qadder and S. Zhou present Slice Block, a framework for context-
aware authentication in 6G networks, leveraging Directed Acyclic Graph (DAG) blockchain tech-
nology to ensure secure network slicing [31]. B. Annane et al. propose a context-aware Ciphertext
Policy Attribute-Based Encryption scheme for the Internet of Medical Things (IoMT), addressing
privacy concerns through decentralized access control [32].

M. M. Merlec et al. introduce SmartBuilder, a block-based visual programming framework that
simplifies smart contract development [33]. R. Xu et al. propose a decentralized access control
framework for IoT using blockchain and smart contracts, promoting security and efficiency [34].

The survey on context-aware access control mechanisms in cloud and fog networks discusses
their significance and identifies open research issues, highlighting the need for ongoing research
[35]. E. Psarra et al. propose an attribute-based access control framework for electronic health
records, integrating contextual factors to enhance security during emergencies [36]. Lastly, a
paper advocates for context-aware smart contracts that adapt to changing conditions in IoT sys-
tems [37]. In 2021, S. Al Garni et al. explored secured access control in IoT, proposing a distributed
ledger solution for secure authentication [38].

The paper by M. Amine Bouras et al. introduces a consortium capability access control ap-
proach for IoT systems, known as IoT-CCAC. This decentralizedmechanism leverages blockchain
technology to enable collaborative access control among multiple organizations, ensuring data
confidentiality and integrity. A hierarchical structure assigns capabilities based on device roles,
with access control decisionsmade by a consortium of stakeholders, demonstrating the approach’s
feasibility through simulations [39].

Lastly, M. M. Merlec et al. propose a smart contract-based dynamic consent management sys-
tem for personal data under the General Data Protection Regulation (GDPR). Their decentralized
system allows individuals to grant or revoke consent for data usage dynamically, ensuring com-
pliance with GDPR requirements. The authors demonstrate the system’s effectiveness through
case studies and simulations, emphasizing its potential to enhance data privacy while providing
transparency and accountability [40].

In their 2021 paper ”Blockchain-based Context-aware Authorization Management as a Ser-
vice in IoT,” T. Sylla et al. present a framework that utilizes blockchain to enhance authorization
management in Internet of Things (IoT) environments. This decentralized, context-aware system
improves security and privacy by adapting to the dynamic conditions of IoT networks, allowing
for efficient access control without centralized authorities, demonstrating scalability across di-
verse scenarios [41].

Similarly, I.-H. Chuang et al. introduce TIDES, a trust-aware economic framework for IoT
data management, in their 2020 article ”TIDES: A Trust-aware IoT Data Economic System with
Blockchain-enabled Multi-access Edge Computing.” By integrating blockchain with multi-access
edge computing (MEC), TIDES addresses issues of data integrity and resource utilization, pro-
moting transparent transactions and localized processing, and showing potential for enhancing
trust and efficiency in IoT [42].

N. Chendeb and colleagues, in their work on secure healthcare systems, propose a framework
combining blockchain and IoT to address challenges in data integrity, privacy, and access control.
This integration ensures tamper-proof management of healthcare data and secure communica-
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tion among stakeholders, thus enhancing the security of patient information and streamlining
operations [43].

Additionally, a paper discusses limitations in existing role-based access control (RBAC) sys-
tems, proposing a blockchain-enabled approach that employs smart contracts for dynamic access
control. This method enhances flexibility, scalability, and security, making it applicable to vari-
ous domains, including cloud computing and social networks, while addressing challenges like
performance and interoperability [44].

A performance analysis of Hyperledger Besu evaluates its scalability and throughput, exam-
ining factors such as network size and transaction volume. The findings highlight optimization
opportunities for developers and users of this private blockchain platform, alongside compar-
isons to other blockchain technologies [45].

Another comprehensive survey reviews the integration of blockchain with IoT, discussing
benefits like enhanced security and trust while identifying challenges in scalability and interop-
erability across domains such as smart homes and industrial automation. Future research direc-
tions are also suggested, focusing on merging blockchain with emerging technologies like edge
computing [46].

Furthermore, a paper proposes a blockchain-based capability-based access control (CBAC)
strategy for space situation awareness (SSA). This decentralized approach addresses traditional
access control limitations, promoting secure and dynamic data sharing while highlighting chal-
lenges related to performance and standardization [47].

Lastly, a survey of IoT access control mechanisms outlines the unique challenges of these
environments, exploring various models such as discretionary and role-based access control. The
authors discuss the potential of integrating blockchain and edge computing to address specific
issues such as scalability and privacy [48].

Additional studies explore blockchain applications in crowdfunding, detailing how it enhances
security and transparency, and in electronic bidding, proposing a smart contract framework that
improves trust and efficiency in the bidding process [49] [50].

3 Discussion
This literature survey highlights the transformative potential of smart contract systems in ad-
dressing key challenges in funding mechanisms. Traditional funding method often rely on inter-
mediaries, leading to inefficiencies, increased costs, and risk such as fraud and poor fund man-
agement. In contrast , smart contracts enhances trust and transparency by ensuring that all term
and transaction are recorded immutably, allowing stakeholders to verify information without
relying on intermediaries.

The review of crowdfunding literature reveal that the integration of blockchain technology
can significantly improve funding processes across various sectors, including technology, finance,
social enterprise. The decentralized nature of smart contract not only streamline transaction but
also reduces costs associated with traditional funding approaches. Furthermore, the ability to
quick raise funds through online platform offers entrepreneurs a valuable marketing avenue,
fostering grater engagement and visibility for the projects.

Overall, the funding suggest the adopting smart contact based funding system can lead to
more efficient ,secure, and transparent funding solution ,ultimately benefiting both funders and
project initiators .Future research should explore the practical implication and scalability of these
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Table 1: Literature Review Summary

PROPOSED SYSTEM YEAR KEY FOCUS DISADVANTAGES
Optimized gas fees and trans-
action speed using layer-2 scal-
ing.[1]

2023 Crowdfunding Platform
using Smart Contracts

High gas fees and slow transaction
speed.

Improved scalability with effi-
cient resource allocation.[2]

2023 Access control in
blockchain supply chain

Limited scalability and high resource
consumption.

Streamlined policy enforce-
ment with dynamic access
control systems.[3]

2022 Policy enforcement for
PaaS-enabled access con-
trol

Complexity in context-aware policy en-
forcement mechanisms.

Privacy-preserving techniques
like zk-SNARKs for secure
medical record access.[4]

2022 Medical records access via
smart contracts

Challenges in integrating smart con-
tracts with healthcare data while main-
taining privacy.

Adaptive control mechanisms
with real-time patient data in-
tegration.[5]

2022 Predictive access control
in healthcare

Inability to handle dynamic changes in
patient conditions.

Consortium blockchain for ef-
ficient data management at
scale.[6]

2022 Electronic portfolio man-
agement using blockchain

Inability to scale for large-scale aca-
demic data.

Consortium blockchain for ef-
ficient data management at
scale.[7]

2022 Electronic portfolio man-
agement using blockchain

Inability to scale for large-scale aca-
demic data.

Simplified encryption proto-
cols for seamless integration
with IoT devices.[8]

2022 CP-ABE for IoT security Complexity in implementing attribute-
based encryption for IoT devices.

Secure network slicing with
seamless authentication han-
dover using blockchain.[9]

2022 Authentication in 6G net-
works with blockchain

Network slicing complexities and au-
thentication handover issues in 6G en-
vironments.

Scalable and dynamic context-
aware access control systems
for emergencies.[10]

2022 Context-aware access con-
trol for healthcare

Difficulties in scaling access control
mechanisms during critical incidents.

Improved decentralization and
capability management via
consortium blockchain.[11]

2021 Blockchain-based access
control for IoT

Issues with decentralized capability ac-
cess control.

Enhanced security using
blockchain-backed cryptogra-
phy and smart contracts.[12]

2021 Secured access control in
IoT

Inadequate security measures for IoT-
based smart contracts.

Smart contracts enabling
real-time consent revocation
in GDPR-compliant frame-
works.[13]

2021 Dynamic consent manage-
ment under GDPR

Challenges in handling consent revoca-
tion in a decentralized manner.

Context-aware contracts ca-
pable of handling dynamic
changes in IoT systems.[14]

2021 Context-aware smart con-
tracts for IoT

Difficulty in dynamic IoT device inter-
action with blockchain smart contracts.

Immediate access for emer-
gency medical records via de-
centralized attribute-based ac-
cess control systems.[15]

2022 Medical records access via
smart contracts

Lack of real-time access for emergency
medical services.
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system in diverse funding environment.
Considering the limitation of state of art system, in future the below prototypemodel as shown

in fig 2 can be cosnsider.

Figure 2: Flow diagram of crowdfunding platform.

4 Conclusion and Future Scope
This survey highlights the transformative impact of blockchain technology and smart contracts
on crowdfunding platforms by addressing issues such as high fees, lack of transparency, and
fraud. By enabling decentralized fund management and conditional fund release, these innova-
tions enhance security and eliminate intermediaries, fostering trust among investors and project
creators.

The potential applications span multiple sectors, including finance, healthcare, and supply
chain management, offering a transparent and efficient fundraising solution. Looking ahead, ad-
vancements in artificial intelligence, machine learning, and IoT integration promise to further
enhance smart contract funding, enabling real-time asset monitoring and automated decision-
making. Additionally, cross-chain interoperability will expand the system’s capabilities, paving
the way for new use cases and driving growth in the crowdfunding landscape.
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