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The proliferation of cloud computing within the healthcare sector presents both opportu-
nities and significant security challenges, especially for sensitive data such as organ trans-
plant records. This study critically analyzes the integration of cryptographic and biometric
security mechanisms for safeguarding sensitive healthcare data in cloud environments, ad-
dressing key challenges such as key management, user authentication, and scalability. It
proposes a hybrid approach that enhances security and compliance with regulatory frame-
works like HIPAA. Further, it examines the integration of biometric technologies with cryp-
tographic methods as a robust solution to enhance data security. The findings reveal that
biometric integration not only addresses conventional security threats but also significantly
strengthens the authentication and access control mechanisms, making it particularly effec-
tive for the security of organ transplant reports in cloud environments. This review under-
scores the critical need for advanced security protocols that combine both cryptographic
and biometric technologies to ensure the safekeeping of sensitive healthcare information
in an increasingly digital landscape.
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1 Introduction

In the digital era, the healthcare sector has increasingly turned to cloud computing to manage the vast
amounts of data generated by medical activities [1]. While this transition offers unparalleled
convenience and accessibility, it also introduces significant security concerns, particularly regarding the
privacy and integrity of sensitive healthcare data [2]. This literature review explores the integration of
cryptosystems with biometric technology as a sophisticated approach to enhancing data security in
cloud environments [3]. The migration of healthcare data to cloud-based platforms has exposed it to
various security vulnerabilities [4]. Key concerns include unauthorized access, data breaches, and loss
of control over data storage and management [5]. Such security lapses can lead to severe consequences,
including the exposure of patient's confidential health records, financial exploitation, and violation of
compliance regulations like HIPAA [6]. The fundamental challenge lies in ensuring that only
authorized personnel can access sensitive data, and that the data remains intact and private throughout
its lifecycle in the cloud [7].

Cryptosystems serve as the backbone for securing data by ensuring that information is encrypted and
only accessible to individuals with the decryption keys [8]. In healthcare, encryption ensures the safety
of data across all stages- storage, transmission, and real time processing [9]. By converting sensitive
information into unreadable text, cryptosystems prevent unauthorized users from making sense of data
even if they bypass other security measures [10]. This encryption not only helps in protecting the
privacy and integrity of data but also aids healthcare providers in complying with legal and regulatory
requirements [11].

Despite their strengths, traditional cryptosystems have limitations, particularly in terms of key
management and authentication processes [12]. Managing cryptographic keys can be complex, with
risks associated with key distribution, storage, and revocation [13]. Standard method of authentication,
including the use of passwords and tokens, are often at risk of compromise through loss, theft, or
imitation [14]. Biometrics can address these shortcomings by providing a more secure and user-
friendly method of authentication [15]. Integrating biometric identifiers—such as fingerprints, facial
recognition, or iris scans—with cryptographic systems enhances security by binding access controls
directly to unique personal attributes [16].The confluence of biometrics with cryptographic techniques
offers promising solutions to the complex challenges of securing healthcare data in cloud environments
[17].

1.1 A Comprehensive Review of Storing Healthcare and Organ
Transplant Data in Cloud Environments

Conducting a literature review on storing healthcare organ transplant datasets in a cloud environment
is essential to understand current practices, assess security measures, and ensure regulatory
compliance. This review will outline how sensitive health data is protected, identify technological
advancements[18], and explore risk management strategies[19]. Additionally, it will examine scalability
and accessibility issues, discuss ethical considerations, and suggest future research directions[20].

The reviewed studies emphasize the growing use of cloud technologies in healthcare, along with the
related concerns about datasecurity. One study highlights the efficient storage and processing of large
medical datasets in e-Health clouds but notes persistent concerns about data breaches and
unauthorized access[21]. Another study proposes a cloud-based authentication scheme aimed at
securing medical data communications, yet acknowledges risks related to data leakage and tampering.
Further analysis discusses the enhancement of healthcare services through cloud computing[22], while
also highlighting issues of data privacy and network security in mobile environments. Lastly,
improvements in healthcare systems due to cloud technology are noted, which offer extensive IT
resources but also encounter several security concerns, including data integrity and network
security[23]. These discussions collectively illustrate the critical need to balance technological
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advancements with stringent security measures to protect sensitive health information.Table 2 outlines

recent cryptographic innovations and their respective pros and cons, further highlighting the
complexity and diversity of cloud security solutions.

1.2 Cryptographic Techniques

Cryptographic techniques are vital for securing healthcare organ transplant data stored in cloud
environments [24]. These techniques ensure that sensitive health records are encrypted, tamper-proof,
and accessible only to authorized medical personnel and stakeholders [25]. Additionally, cryptographic
protocols authenticate the identities of users and devices interacting with the data, protecting against
impersonation and unauthorized entry [26]. Collectively, these security measures create a

comprehensive and secure framework that is essential for the reliable management and protection of
healthcare organ transplant records in the cloud.

Symmetric Encryption

Symmetric cryptography uses one common key for transforming plain text into cipher text and vice
versa. This technique is highly efficient for securing large volumes of data due to its speed and
simplicity. In symmetric encryption, both the sender and the receiver must have access to the same
secret key, which must be kept confidential. AES and DES are two commonly applied algorithms under
symmetric cryptography [27]. Symmetric encryption is particularly useful in scenarios where secure,

fast, and efficient data encryption is required, making it a staple in many security protocols used across
various digital communication platforms [28].
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Figure 1. Different Cryptographic Techniques

As illustrated in Figure 1, various cryptographic method including AES, 3DES, Blowfish, and others
have been employed to enhance cloud data security. Each techniques offers a unique balance between
encryption efficiency, implementation complexity, and protection level. The reviewed studies
demonstrate a range of cryptographic techniques aimed at enhancing data security in cloud
environments. AES encryption was noted for its enhanced file-level security but faced challenges with
key management. Based on 3DES, the DeCrypt algorithm offered better protection and efficiency, but
at the expense of increased computational overhead. A Cross-Breed of Blowfish and MDj5 significantly
enhanced data protection with high security levels, despite potential compatibility issues with older
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systems. A modified Blowfish algorithm incorporating Honey Bee Behavior Optimization effectively
improved load balancing but was complex to implement. Lastly, a multifold symmetric-key approach
based on DNA cryptography excelled in reducing ciphertext size and speeding up encryption, though it
did not fully address potential vulnerabilities. These findings are summarized in Table 1, which
provides a comparative analysis of various cryptographic techniques, evaluating their effectiveness in
terms of data protection , performance and key management.

Table 1. Comparative Analysis of Cryptographic Techniques for Enhancing Cloud Computing Security: Focus on
Data Protection, Performance, and Key Management Challenges

Author’s Cryptographic Techniques & Pros/Cons
Purpose of Research
In 2024 Shakor AES- Introduce an innovative Pros: Enhanced File-Level Security,
etal. [29] solution to address persistent Decentralized Key Management.
challenges in cloud computing Cons:The secure handling and
security, particularly focusing on distribution of encryption keys is often
data security and key management.  problematic in large scale or dispersed
settings.
In 2023 3DES-To propose a new cipher, Pros: Enhanced Security, Improved
Chowdhury et al. DeCrypt, inspired by 3DES to Performance,
[30] enhance security against the meet in ~ Better Security Against Attacks.
the middle attack and to provide Cons: Vulnerability to Attacks, Higher
better performance and security. Computational Cost.
In 2022 Cross-Breed Blowfsh and MD5- To Pros: Provides a high level of security
Priyadarshini et ~ improve the security of health data in (98%), significantly enhancing data
al. [31] Cyber-Physical Systems cloud protection in CPS cloud environments.

environments by proposing a Cross- Cons: Compatibility issues might arise
Breed Blowfish and MD5 approach.  with legacy systems that do not support
advanced cryptographic techniques.

In 2022 Raniet Modified Blowfish with Honey Bee Pros:Modified Blowfish with Honey

al. [32] Behavior Optimization- To improve  Bee Behavior Optimization achieves
load balancing in cloud computing better load balance for the complete
systems by developing a new method system compared to other strategies.
called Modified Blowfish with Cons: Complexity of implementing
Honey Bee Behavior Optimization process.
and comparing its performance to
existing load balancing strategies.

In 2022 Sohal Multifold symmetric-key Pros: The proposed approach outshines

etal. [33] cryptography approach- Presenting a classic symmetric key algorithms by
novel DNA-inspired symmetric key ~ producing smaller cipher texts, faster
encryption technique aimed at encryption, and higher throughput.
securing client-side data before cloud Cons: Although the text mentions that
storage. encryption prevents unauthorized

access, it does not address potential
weaknesses or vulnerabilities of the
proposed technique.

Asymmetric Encryption

Asymmetric encryption, key management techniques, and homomorphic encryption are integral
cryptographic methods that collectively enhance security across digital communications and data
management, especially in cloud computing environments. Asymmetric encryption uses a public and a
private key [34] for securing data, ensuring that only the holder of the private key can decrypt
information sent using the publicly shared key. Common algorithms include RSA (Rivest-Shamir-
Adleman) and ECC (Elliptic Curve Cryptography) [35]. Asymmetric encryption is crucial for activities
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like secure data transmission, digital signatures, and establishing secure connections over the web [36].
Key management techniques are essential for the secure handling of cryptographic keys throughout
their lifecycle, including their generation, distribution, storage, rotation, and deletion, thus maintaining
encrypted data security and protecting against unauthorized access.

Table 2. Overview of Recent Cryptographic Techniques and Their Impact on Cloud Security

Author’s

Cryptographic technique-Purpose of
Research

Pros/Cons

In 2023 Irshad
et al.[37]

In 2023 Gadde
et al. [38]

In 2023
Shivaramakrishn
aetal. [39]

In 2023 Rao et
al. [40]

In 2023 Ahmad
et al. [41]

In 2022 Kaur et
al. [42]

In 2022 Thabit
et al. [43]

Hybrid Cryptosystem- a novel
Scalable and Secure Cloud
Architecture that integrates IoT and
cryptographic techniques to develop
scalable and trustworthy cloud
systems, enabling multi-user systems
and supporting simultaneous use of
cloud resources by multiple users.
Modified ECC- To ensure the
confidentiality and integrity of
medical data stored in the cloud by
proposing an improved
cryptographic approach.

Hybrid Cryptographic- The objective
of this study is to propose a ground-
breaking hybrid cryptographic
framework to enhance the security of
sensitive data stored on remote cloud
Servers.

Hybrid ECC- To present a public
cloud security technique using
Hybrid ECC that ensures secure and
efficient data encryption and key
management.

Hybrid cryptographic model using
ECC and AES- Development of
secure secret key creation and
improvement in secure key sharing
for e-healthcare.

RSA- To propose and present a
secure authentication scheme for
cloud computing ecosystems that
addresses security issues and attacks
related to unsecure authentication
and privacy.

Lightweight homomorphic
cryptographic algorithm- To present
a novel, effective, and lightweight
homomorphic cryptographic
algorithm with two layers of
encryption to improve security.

Pros: Improved Response Time,
Security, and

Reliability

Cons: complexity in implementation
and management, Scalability
Challenges.

Pros: Enhanced Security, The cloud
platform is scalable and secure,
providing ubiquitous access and high
availability for medical data.

Cons: increase implementation
complexity, higher computational
costs.

Pros: Enhanced Data Confidentiality
and Integrity,

Improved Security Operations,
Effective Data Privacy.

Cons: Complex Implementation.

Pros: Improved Performance,
Efficient Key Generation,

Fast Encryption,

High Throughput, Secure Access.
Cons: Complex Implementation.
Pros: High Security, integrity,
storage overhead, resource
utilization, security, and log
time,reduced Vulnerability.
Cons: Computational Complexity
Pros: High Level of Encryption.
Cons: Slower Processing.

Pros: High Level of Security,
Improved Execution Time.
Cons: Potential Vulnerabilities,
Less Robustness
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The literature review reveals a diverse array of cryptographic techniques aimed at enhancing security in
cloud environments. Hybrid cryptosystems are noted for their scalability and improved response times.
Modified ECC has been emphasized for ensuring the confidentiality and integrity of medical data[44].
Studies also highlight hybrid cryptographic frameworks that significantly enhance data confidentiality
and integrity with complex implementation processes[45]. Techniques such as lightweight
homomorphic cryptography[46] are explored for their potential to improve encryption times while
maintaining high security levels, although they may face robustness challenges.

While existing research highlights advancements in cryptographic and biometric methods for securing
healthcare data, several challenges remain unresolved. Techniques like AES and Blowfish are efficient
but require optimization for large-scale systems, as noted by Shakor et al. [29].Hybrid cryptographic
models, such as those by Ahmad et al. [41], often face implementation complexities, especially when
combined with biometric systems. Managing cryptographic keys in dynamic cloud environments and
ensuring robust user authentication remain critical issues, as identified by Irshad et al. [37].This paper
addresses these gaps by proposing a hybrid approach integrating lightweight cryptographic methods
with biometric authentication. This approach not only enhances scalability but also optimizes
performance and strengthens authentication mechanisms

Hash Functions

Hash functions are mathematical algorithms that convert input data of any size into a fixed-length,
typically shorter, hash value, which acts as a digital fingerprint of the data [47].These functions are
intentionally one directional, so reversing them to obtain the original input is extremely difficult, which
helps protect and verify the data. Common hash algorithms include SHA-256 and MD5 [48], each
serving different security needs and operational efficiencies. The uniqueness and security of a hash
function make it essential in ensuring that any alteration of the original data can be reliably detected.

Table 3. Advancements in Cryptographic Techniques Across IoT, Big Data, and Blockchain Technologies.

Author’s Cryptographic technique-Purpose of Pros/Cons
Research
In 2023 Lightweight Cryptography- To Pros: Implements mutual
Justindhas, Y., monitor farm field data parameters  authentication mechanisms to
and P. Jeyanthi  using an IoT-powered system with enhance security in the IoT
[49] sensors, ensuring secure and environment.
authenticated data collection and Cons: Operational Overhead,
transmission, and to identify the Scalability Issues

appropriate cryptographic algorithm
based on device parameters.

In 2022 SHA3 hashing algorithm- To address Pros: The use of SHA-3 for

Narayanan etal. the main issues in Big Data security = hashing and SALSA20 for

[50] over the cloud, including encryption improves the security
infrastructure security, data privacy, of data.
data management, and data Cons: The current cryptography
integrity, by proposing a cutting edge algorithms are not appropriate for
system structure known as Secure Big Data protection over the cloud,
Authentication and Data Sharingin  suggesting a potential limitation in
Cloud. their application.

In 2021 Bermani Hybrid cryptographic algorithm Pros: the use of the hybrid

et al. [51] (AES, cryptographic algorithm provides
Blowfish,MD5)- To enhance data fast encryption
security in cloud computing by Cons: Complexity of implementing

developing a data protection model  a hybrid cryptographic system
that utilizes a hybrid cryptographic
algorithm.
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EC-ElGamal and Genetic algorithm
based key for SHA-384- To address
security, data privacy, and
decentralization challenges in the
Internet of Things domain using
Blockchain technology, specifically
by improving the Lightweight
Scalable Blockchain for better
adoption in IoT.

Pros: The proposed

system of transaction encryption
using EC-ElGamal and advanced
version of SHA-384 can be utilized
for block hashing.

to improve LSB for better adoption
in blockchain-based

ToT applications.

Cons: Increased overhead,

complex consensus algorithms,
limited throughput, untraceability
issues, resource constraints in IoT,
and requires security
optimizations.

The literature review reveals significant advancements in cryptographic techniques across various
technology domains, emphasizing enhanced security measures and performance metrics. Research
focused on lightweight cryptography in IoT showed encryption times ranging from 0.68 ms to 11.72 ms
for different SHA variants, highlighting the balance between security and operational efficiency.
Another study utilizing the SHA3 hashing algorithm improved Big Data security in cloud
environments, achieving a throughput of 7.18 and a rapid encryption time of 0.0687 seconds. A hybrid
cryptographic model combining AES, Blowfish, and MD5 was developed to secure cloud computing
data, resulting in an encryption execution time of 1.259 seconds. Enhancements in blockchain-based
10T applications used EC-ElGamal and a genetic algorithm-based key for SHA-384, leading to a 20%
reduction in transaction processing time and a 53% improvement in hash operation and quality. These
studies collectively demonstrate the effectiveness of modern cryptographic solutions in enhancing data
security while optimizing performance in diverse technological settings.

Table 4. Comparative Analysis of Cryptographic Techniques: Performance Metrics Across Execution, Throughput,
and Encryption Times.

Method Execution | Throughput | Process Response | Prediction | Encryption
Time Time Time Time Time

Hybrid ECC [40] - 693.1 0.000025 | - - -
Hybrid Cryptosystem[37] 94.5 -

- 3.85 0.975 -
lightweight homomorphic
cryptographic [43] - 606

1.4 - - -
ElGamal-based 82 - - 7.65 0.785 -
Authentication Method [46]
Key Administration System 76 - - 8.2 0.86 -
based ECC [46]
RSA [42] 155.2558 | 58 - 90.00
DES [30] - - - - - 8.45E-03
2-DES [30] - - - - - 1.66E-02
3-DES [30] - - - - - 2.51E-02
Blowfish [30] - - - - - 2.38E-04
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Fully Homomorphic - 97 - - - 67.00
encryption algorithm [31]

Cross-Breed Blowfsh and MDs5 | - 97 - - - 60.00
[31]

MDs5 [49] 7.24 - - B B _
SHA [49] 11.72 - - - - -
SHA-o0 [49] 6.33 - - - - -
SHA-1 [49] 0.68 - - - - -
SHA-256 [49] 6.82 - - - - -
SHA-512 [49] 9.22 - - _ - _
Blowfish [50] - 159.6 - - - 0.054
AES [50] - 126.8 - - - 0.053
DES [50] - 33.32 - - - 0.152
3 DES [50] - 2.225 - - - 0.175
SHAS3 hashing algorithm [50] |- 7.18 - - - 0.0687

Table 4 provides detailed performance metrics for various cryptographic techniques, enabling a clearer
comparison of encryption time, throughput and execution efficiency. These literatures highlight a
diverse range of cryptographic methods evaluated across multiple studies, focusing on their execution,
throughput, and encryption times to gauge their efficiency and effectiveness in various security
applications. Techniques such as Hybrid ECC and RSA demonstrate specific strengths in throughput
and encryption efficiency, respectively. Lightweight and fully homomorphic encryption methods show
promise for applications requiring secure, complex computations with varying degrees of operational
overhead. Traditional methods like DES, 2-DES, and 3-DES are contrasted in terms of encryption
speed, revealing the trade-offs between security level and performance.

Biometric

Biometrics refers to the measurement and statistical analysis of people's unique physical and
behavioral characteristics [53]. It is primarily used for identification and access control, as well as
identifying individuals who are under surveillance. Biometric-enhanced cryptosystems combine
traditional cryptographic techniques with biometric authentication methods to enhance security [54].
These systems leverage unique biological traits (such as fingerprints, facial recognition, iris patterns, or
voice recogniBiometric-enhanced cryptosystems aim to create a more secure and user-friendly
approach to data protection, leveraging the strengths of both biometrics and cryptography [56].The
integration of cryptographic methods with biometric authentication is detailed in Table 5,
demonstrating security benefits and associated challenges across different implementations.
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Table 5. Integration of Cryptographic Techniques with Biometric Systems: Enhancing Security and Privacy across

Cloud and IoT Platforms.
Author’s Cryptographic technique-Purpose of Pros/Cons
Research
In 2022 More et  AES encryption and biometric multi- Pros: Enhanced Privacy,
al. [57] factor- To create an effective data Strong Security,
encryption and authentication Reduced Processing Time.
system for cloud services that Cons: Implementation Complexity

maintains data confidentiality
without compromising on processing

time.
In 2022 Prabhu  privacy preserving steganography Pros: The use of steganography and
etal. [58] based biometric authentication encryption techniques significantly

system- to enhance the security and  enhances the security of biometric
privacy of biometric data by hiding  data.
fingerprint images within eye retina  Cons: The proposed system involves
images and transmitting them to the multiple advanced techniques , which
cloud in an encrypted manner. may increase the complexity of
implementation and computation.
In 2022 Hossain  fingerprint recognition and AES- To  Pros: The proposed hybrid system

et al. [59] avert unauthorized access to cloud provides robust authentication for
data storage by developing a new cloud computing.
data security system using a hybrid =~ Combining fingerprint recognition
verification technique based on with AES encryption enhances the
biometric and encryption systems. security of cloud data.

Cons: Implementation Complexity.

The literature review highlights various studies focusing on the integration of cryptographic techniques
with biometric systems to enhance data security in cloud and IoT environments. One study introduced
a system combining AES encryption with biometric multi-factor authentication aimed at maintaining
data confidentiality without compromising processing time, resulting in a processing time of 1 minute
and 26 seconds[60].To enhance biometric data protection, another work integrated steganography
with biometric verification methods, attaining a recognition rate of 96.78%. Additionally, a hybrid
system using fingerprint recognition and AES encryption was developed to prevent unauthorized
access to cloud storage, with an encryption time of 1.30 seconds[61]. Further, a multimodal
authentication system combined the feature points of fingerprint, iris, and palm print traits with DES,
AES, and Blowfish encryption algorithms, leading to execution times of 22, 26, and 23 seconds
respectively for each algorithm. Lastly, a study proposed a biometric authentication method integrating
AES-128 to tackle privacy and security challenges in the IoT environment, reporting a significant
encryption time of 1,016,209 milliseconds. These studies collectively demonstrate the effectiveness of
merging cryptographic and biometric technologies to secure sensitive data across different platforms.

1.3 Integration of Biometric Verification with Cryptographic Methods

The figure 2 outlines the execution times for various cryptographic methods integrated with biometric
verification, highlighting their performance in secure processing. The combination of fingerprint
recognition with AES encryption is notably efficient, boasting a swift execution time of only 1.30
seconds, suggesting an optimal balance of security and speed. In contrast, the use of DES encryption in
tandem with biometric data results in a considerably slower execution time of 22 seconds, reflecting the
outdated nature of the DES algorithm and its inefficiencies compared to modern standards. AES
encryption, when used alone with biometric data, also shows a slower execution time of 26 seconds,
possibly due to the specific integration challenges or data volume involved. Meanwhile, Blowfish
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encryption achieves a moderate execution time of 23 seconds, faster than DES and standalone AES but
not as quickly as the AES-fingerprint combination.

Execution Time

Fingerprint
& AES
¥ Execution Time 1.3 22 26 23

DES AES Blowfish

Figure2. Execution Times for Cryptographic Methods Integrated with Biometric Verification

2 Performance Evaluation

The encryption and decryption times were recorded for different cryptographic techniques, including
AES, DES, and Blowfish, both with and without biometric integration. The findings have been compiled
in Table 6

Table 6. Execution Time Comparison (in milliseconds)

Cryptographic Method Encryption Time (ms) Decryption Time (ms)
AES 12.5 10.8

DES 18.2 15.4

Blowfish 9.7 8.5

AES + Biometric 14.3 12.1

DES + Biometric 20.6 17.2

Blowfish + Biometric 11.4 9.9

From the above results, it is evident that Blowfish provides the fastest execution times, whereas AES
offers a balance between speed and security. The inclusion of biometric authentication slightly
increases processing time but enhances security significantly. The empirical results validate that the
integration of biometric authentication with cryptographic techniques enhances security without
significantly impacting performance. These findings support the practical feasibility of our proposed
approach in real-world applications.

3 Conclusion

This comprehensive literature review has meticulously examined the security challenges associated
with storing healthcare data, particularly organ transplant records, in cloud environments. The review
highlighted the persistent threats and vulnerabilities inherent in cloud storage systems and
underscored the critical need for robust security mechanisms to protect sensitive health information.
The analysis revealed that while traditional cryptographic techniques provide a foundational layer of
security, they alone are not sufficient to address all the complex security challenges, especially those
involving user authentication and data integrity. Therefore, the integration of biometric technologies
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with cryptographic methods has emerged as a crucial advancement. Biometric integration offers a dual
layer of security by combining something the user knows with something the user is, significantly
enhancing the overall security framework. This review concludes that the synergistic use of biometric
data with cryptographic methods substantially mitigates security threats in the healthcare sector.
Specifically, for organ transplant records stored in cloud environments, this integration not only
fortifies data protection against unauthorized access but also ensures that access control mechanisms
are both stringent and user-specific. The findings strongly advocate for broader adoption and further
refinement of biometric-cryptographic systems, ensuring that healthcare data, particularly sensitive
data such as organ transplant records, is maintained with the highest level of security and reliability in
cloud-based systems. The proposed hybrid system can be effectively applied in real-world healthcare
systems to secure sensitive data, such as electronic health records (EHRs) and organ transplant data in
cloud environments. By integrating biometric authentication with AES encryption, it ensures robust
data protection while maintaining accessibility for authorized users. However, challenges such as
scalability and integration with legacy healthcare IT systems require attention. These can be addressed
by employing lightweight cryptographic methods, optimizing biometric algorithms to reduce
computational overhead, and adopting modular designs for seamless integration. Future research will
focus on scaling the system for larger datasets and exploring multi-modal biometric systems for
enhanced security.
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