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Artificial intelligence depends upon various learning techniques to analyze and process
data. Most of these techniques store data centrally or clone it to all training devices. While
it presents no issue in standard applications, it quickly becomes a potential security risk
when sensitive information gets involved in training, including a range of healthcare and
finance utilities. Additionally, the data available for training of a Data Sensitive Application
is often scattered across isolated data islands, either due to collaborative or competitive
factors. Federated Learning (FL) provides a secure and efficient way to analyze such data.
Due to the infancy of the technology, many tools and frameworks of FL are not well known
and hence may not be used where their potential utility is maximum. This paper analyzes
the various implementations and tools of FL and highlights their suitability for different
scenarios with the DSAs.
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1 Introduction

Artificial Intelligence (AI) has grown exponentially in every perceivable field, affecting daily life
[7]. Al requires vast data to train models for effective performance and results. This data is usually
stored centrally in one place or shared/copied, depending on the underlying learning technique.
This transfers the control of all data to a third party, which the clients may not trust. However,
this is not a significant concern for most Al applications like recommender systems, modeling
utilities, etc. However, it is a concern for the applications when sensitive data is involved, like
finance, healthcare, surveillance systems, etc. Moreover, the data required for these applications
can be highly competitive and sensitive, thus cannot be centralized or shared without caveats,
giving rise to data islands. It became a pivotal issue and limited the acceptance of traditional
learning approaches in these applications as their efficiency suffers when trained over scattered
data.

1.1 Federated Learning

To counter the requirements of Data-Sensitive Application (DSA), researchers turned to Feder-
ated Learning (FL) for private training and analysis. Google proposed FL in 2016, shifting focus
from user data to model parameter vectors to train a global model [21]. The idea was extended
to FL-based content suggestions and predictions in Android OS [12,31].

At its core, FL can be seen as a modified form of Distributed Learning sharing similar ar-
chitecture but implementing separate approaches for overall training. FL accounts for the dis-
tributed nature of data sources and accommodates training over multiple isolated entities, un-
like distributed Learning, which manages a web of nodes to enforce parallel high-performance
computing working over shared datasets [14]. In addition, FL helps alleviate the issue of data
heterogeneity and system heterogeneity that is not accounted for in Distributed Learning.

1.2 Data-Sensitive Applications

A data-sensitive application is conceptualized as an implementation that depends on confidential
data for its underlying Al such as data related to individuals’ social footprint [19]. Additionally,
accuracy is paramount in these implementations, and faulty processing can result in invalid or
dangerous outcomes. Some examples of DSA include Terminal diagnosis [15, 26] and Fraud de-
tection [20, 22], etc. It is challenging to integrate encryption techniques during the training of
such applications without affecting performance [24, 25]; this renders such measures of limited
use. Another challenge in these applications is that one entity may not have sufficiently varied
data for good-quality training in practical scenarios. Given the nature of the data involved, these
entities are often reluctant to collaborate.

1.3 Motivation and Contribution

All currently available surveys focus on FL and its types in general, along with their applications
in prominent and potential fields. Very few of them provide insights specifically for the DSA.
Even fewer shine light on the actual frameworks and tools required or available to experiment
with and integrate FL into application workflows. This paper evaluates FL as a secure learning
medium for DSAs like healthcare and finance and highlights the popular tools and frameworks
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available for FL. We discuss each of these technologies’ advantages and shortcomings and the
potential applications/scenarios for each. We also discuss possible future directions for budding
researchers and enthusiasts. Our contributions are summarized as follows:

« To provide a comprehensive view of all the tools and frameworks available for integrating
FL.

« To provide a categorical classification for state-of-the-art frameworks based on the optimal
application area.

« To analyze the advantages and shortcomings of current FL tools and frameworks and
suggest potential future directions.

The rest of the paper is structured as follows: In section 2, we review the surveys available
on FL and compare them with our proposed work. Section 3 investigates the various tools and
frameworks available for FL development and integration. The paper is then concluded in section
4. Fig. 1 represents the structure of this manuscript.

( Manuscript Structure )

Section 1 Section 3 Section 5
Introduction Prevalent Frameworks Conclusion

and Tools for FL in DSA
Section 2 Section 4
Related Work Future Scope

Figure 1: Structure of the manuscript.

2 Related Work

Federated Learning has attracted active research in recent years. Throughout our analysis, we
came across many surveys and studies that explored the paradigm in many fields. Though many
new works consider DSA, very few explore the tools and technology available for its integration.
Li et al. [17] provided an in-depth view of the challenges and benefits of implementing FL, while
also evaluating the reasons for the hype around the technology, Zhang et al. [32], Aledhari et
al. [8], Bonawitz et al. [10], and Rodriguez Barroso et al. [28], following a general point of view.
Authors in [18] take a more scrutinizing approach and focus on various present and potential
concerns, flaws, and security threats of FL. Narula et al. [23] provided an elaborate systematic
study of FL, detailing its types, challenges, tools, and frameworks concerning DSA. However, in
the broader scope of their work, tools and frameworks made up a very small portion of the study.
Most recently, Ciobotaru et al. [9] and Ali et al. [11] presented a survey on FL concerning Cancer
screening and Automated Vehicles, respectively, but neither highlighted any tools to achieve the
present integrations. An overview of these surveys is given in Table 1, highlighting the areas
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covered and the challenges discussed in the respective works along with discussion of tools and
frameworks.

Table 1: Comparison of Related Work Based on FL and DSA Aspects

Reference FL DSA Advantages| Challenges Tools Frameworks
Li et al. [18] v/ X v v X X
Aledhari et al. [8] v X v v ® ®
Zhang et al. [32] 4 X v v X X
Lietal. [17] 4 X v v o [
Bonawitz et al. [10] 4 X X X X X
Rodriguez-Barroso et al. [28] 4 X v v X X
Narula et al. [23] v v v v [ ] [ ]
Ciobotaru et al. [9] v [ ] v v X X
Ali et al. [11] v/ X v/ v X X
Nuha et al. [?] v X v v X X
Our Work v v [ J [ J v v

v represents coverage, X represents non-coverage, and @ represents partial coverage

3 Prevalent Frameworks and Tools

This subsection provides briefs about the popular tools and frameworks currently used on a large
scale in the industry, including freelancing.

3.1 Tools and Frameworks for General FL Applications

3.1.1 Pysyft

In many scenarios, FL can be defined as Deep Learning with Multiparty Computation (MPC)
that is sometimes secured with Differential Privacy (DP). This translates to a resource-hungry
setup that can be difficult to implement and inefficient without proper management. Ryffel et
al. [29] proposed the first standard that enabled FL to implement with support for both MPC
and DP. The protocol is implemented through the PySyft framework, which is compatible with
TensorFlow [6] and PyTorch [16] libraries, making it popular amongst developers.

3.1.2 TensorFlow Federated

TensorFlow Federated is an open-source framework for machine learning over decentralized
data [30]. It is developed to promote open research and experimentation with FL. It enables users
to simulate various predefined federated learning algorithms on their models and data, and can
incorporate custom algorithms. A predefined set of models and algorithms also helps implement
expanded FL applications, such as federated analytics.

3.1.3 Nvidia Clara

Nvidia Clara is a suite of computing solutions developed by Nvidia to empower Al in the medical
domain [2]. The edge Al computing platform Nvidia EGX in Clara is designed to integrate APIs
and SDK to support FL with relative ease in healthcare applications such as those discussed in

(6], [7].
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3.1.4 OpenFL

OpenFL is a community-driven open-source initiative developed to provide a plugin-type func-
tionality for Allibraries in Python3 [4]. Like Pysyft, the OpenFL framework seamlessly integrates
with both TensorFlow and PyTorch. The tool has extended Flash and HTML5 content support
and is entirely portable.

3.1.5 FATE

FATE is another open-source project developed by Webank aimed at supporting a federated
ecosystem of Al applications [1]. It provides a modular approach with ready-to-use libraries that
simplifies the development process for new and learning developers. It supports MPC and big
data protocols with FL-enabled libraries for graphics pipelines, interfaces, and scheduling.

3.1.6 Substra

Substra [5] is an open-source framework developed by Owkin and hosted by the Linux Founda-
tion for AL It doubles as a simulator for FL-based testing on a single-node setup and has a native
web application to facilitate FL at a large scale.

3.1.7 IBM Federated Learning

IBM has been actively researching in the FL, developing new and innovative solutions [3]. Promi-
nent achievements include optimizing and compressing models before uploading to the central FL
server, which minimizes bandwidth utilization. Another pivotal example is the “DeTrust” frame-
work, which employs consensus-based cryptography to securely transmit model parameter vec-
tors.

3.1.8 PaddleFL

PaddleFL is based on PaddlePaddle, a deep learning platform developed by Baidu [27]. It supports
both DP and MPC. It supports most state-of-the-art algorithms, such as FedAvg. But at the time,
there is no support for Vertical FL algorithms. The development of PaddleFL is still in an early
stage and wider support for new technologies may be added in future.

3.1.9 FedML

FedML is an FL framework with support for native benchmarking. Based on PyTorch, a team
developed it at the University of Southern California [13]. Algorithms supported by FedML do
not consider adversaries, but the support for DP is integrated as a safety measure. It supports
simulation, distributed computing, and single-node implementation.

A summary of all popular Frameworks for FL is provided in Table 2.

4 Conclusion and Future Directions

In this section, we summarize our study while also suggesting a few potential research areas for
future research
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Table 2: Popular Frameworks for FL integration

Name Open- Pytorch Tensorflow Optimizable Secure
Source support support
Pysyft [29] v v v X v
TensorFlow Federated [30] v X v v v
Nvidia Clara [2] X v v 4 v
OpenFL [4] v v v v v
IBM Federated Learning [3] X X X X v
FATE [1] v v v v v
Substra [5] v v v v v
PaddleFL [27] v v v v/ X
FedML [13] v v v v X

v represents coverage, X represents non-coverage, and @ represents partial coverage

4.1 Conclusion

Throughout this study, we go through the various tools and frameworks associated with the
implementation of FL in various applications and utilities. We have provided a detailed summary
of their capabilities, including integration and security optimizations. This summarized view
aims to guide budding researchers with the most optimal tool for their objectives in the FL and
distributed learning paradigm.

4.2 Future Directions

Most of the frameworks discussed in this work are aimed at delivering a simple and effective ap-
proach for the implementation of FL. However, whenever security is concerned, the frameworks
present a substantial computational overhead that might not be feasible for resource-constrained
networks such as those in the Medical field. Thus, further research should be aimed at providing
security at minimal cost and in lightweight systems.
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